Fair Processing Notice under the General Data Protection Regulations (GDPR) 2018 (formerly the Data Protection Act 1998) - How we use your personal information
This fair processing notice explains why the GP practice collects information about you and how that information may be used.
The health care professionals who provide you with care maintain records about your health and any treatment or care you have received previously (e.g. NHS Trust, GP Surgery, Walk-in clinic, etc.). These records help to provide you with the best possible healthcare.
NHS health records may be electronic, on paper or a mixture of both, and we use a combination of working practices and technology solutions to ensure that your information is kept confidential and secure. Records which this Practice hold about you may include the following information:
· Details about you, such as your address, carer, legal representative, emergency contact details, next of kin
· Any contact the surgery has had with you, such as appointments, telephone, eConsults submitted by you, etc.
· Notes and reports about your health
· Details about your treatment and care
· Results of investigations such as laboratory tests, x-rays etc.
· Relevant information from other health professionals, relatives or those who care for you
To ensure you receive the best possible care, your records are used to facilitate the care you receive. Information held about you may be used to help protect the health of the public and to help us manage the NHS. Information may be used within the GP practice for clinical audit to monitor the quality of the service provided. Some of this information will be held centrally and used for statistical purposes. Where we do this, we take strict measures to ensure that individual patients cannot be identified. Sometimes your information may be requested to be used for research purposes – if this information needs to be identifiable, the surgery will always gain your explicit consent before releasing the information for this purpose.
Risk Stratification  
Risk stratification data tools are increasingly being used in the NHS to help determine a person’s risk of suffering a particular condition, preventing an unplanned or (re)admission and identifying a need for preventive intervention. Information about you is collected from a number of sources including NHS Trusts and from this GP Practice. A risk score is then arrived at through an analysis of your anonymised information using software managed by our clinical system provider, and is only provided back to your GP as data controller in an identifiable form. Risk stratification enables your GP to focus on preventing ill health and not just the treatment of sickness. If necessary your GP may be able to offer you additional services. Please note that you have the right to opt out of your data being used in this way.
Medicine Management
The Practice may conduct Medicines Management Reviews of medications prescribed to its patients. This service performs a review of prescribed medications to ensure patients receive the most appropriate, up to date and cost effective treatments. This service is provided by pharmacists and Technicians employed by Manchester ICB. They are bound by the same confidentiality rules as our staff are.
The Hub
The Hub is an organisation which operates across the six PCN practices. It offers evening, weekend and bank holiday appointments with a GP, Nurse or Musculoskeletal Practitioner. It operates from Burnage Health Centre. By booking an appointment with The Hub, patients are explicitly consenting to The Hub staff accessing their medical records to provide medical care.


How do we maintain the confidentiality of your records?
We are committed to protecting your privacy and will only use information collected lawfully in accordance with:
· General Data Protection Regulations 2018 (formerly Data Protection Act 1998) 
· Human Rights Act 1998
· Common Law Duty of Confidentiality
· Health and Social Care Act 2012
· NHS Codes of Confidentiality, Information Security and Records Management
· Information: To Share or Not to Share Review
Every member of staff who works for an NHS organisation has a legal obligation to keep information about you confidential. Any visitor to the premises who will or could be exposed to your identifiable information will sign a confidentiality agreement.
We will only ever use or pass on information about you if others involved in your care have a genuine need for it. We will not disclose your information to any third party without your permission unless there are exceptional circumstances (i.e. life or death situations), where the law requires information to be passed on and/or in accordance with the new information sharing principle following Dame Fiona Caldicott’s information sharing review (Information to share or not to share) where “The duty to share information can be as important as the duty to protect patient confidentiality.” This means that health and social care professionals should have the confidence to share information in the best interests of their patients within the framework set out by the Caldicott principles. They should be supported by the policies of their employers, regulators and professional bodies.
Who are our partner organisations?  
· NHS Trusts / Foundation Trusts
· GP’s
· NHS Commissioning Support Units
· Independent Contractors such as dentists, opticians, pharmacists
· Private Sector Providers
· Voluntary Sector Providers
· Ambulance Trusts
· Clinical Commissioning Groups
· Social Care Services
· Health and Social Care Information Centre (HSCIC)
· Local Authorities
· Education Services
· Fire and Rescue Services
· Police & Judicial Services
· Voluntary Sector Providers
· Private Sector Providers
· Other ‘data processors’ which you will be informed of
You will be informed who your data will be shared with and in some cases asked for explicit consent for this to happen when this is required. We may also use external companies to process personal information, such as for archiving purposes. These companies are bound by contractual agreements to ensure information is kept confidential and secure.  





Who are our partner software suppliers / businesses?
We use a number of pieces of software and organisations outside of the NHS to facilitate your healthcare and enable our staff to contact you. These are as follows:
	Name
	Description
	Can employees of the organisation access patient information?
	GDPR statement

	EMIS
	Clinical system holds patient demographic and medical information – remote server
	The servers and the connection to the practice are encrypted, so EMIS staff are not able to access patient information in this way. EMIS support staff are able to dial in remotely with the consent of our staff for problem solving.
	https://supportcentre.emishealth.com/emis-group-and-the-gdpr-general-data-protection-regulation/ (only accessible with a log in so information in Appendix 1)

	Surgery Connect
	Cloud telephony platform incorporating Tortus AI clinical scribe functionality. Where used, consultation audio is processed to generate draft clinical documentation for clinician review.
	Patient calls and call recordings are hosted within the Surgery Connect secure cloud environment rather than physically on-site. Access to call information is restricted to authorised practice staff through role-based permissions. Surgery Connect support staff do not routinely access patient information and may only access call data for fault diagnosis or support purposes when requested or authorised by the practice, and under strict confidentiality and data protection controls
	Privacy Policy | Surgery Connect Help Centre

	AccurX
	Secure messaging platform and AI clinical documentation (Accurx Scribe). Used for patient messaging and, where enabled, to generate draft clinical notes during consultations.
	Patient’s emis (clinical system) numbers are uploaded to AccurX website. The website has an encrypted link to the patient database which is interrogated for the patient’s name and mobile number. AccurX employees would only have access to this identifiable information when troubleshooting – they will sometimes dial into a Withington Medical Practice staff member’s PC with the consent of the member of staff to fix a problem.
	Privacy Policy (accurx.com)

	iGPR
	iGPR is a software tool that assists us with creating insurance reports.
	iGPR staff have no access to patient information as it is fully encrypted whilst being transmitted to the insurer.
	http://www.igpr.co.uk/privacy/


	Docman
	Clinical software which holds patient letters and documents.
	Docman support staff can remotely dial in with the consent of our staff for problem solving.
	
Privacy - Docman

	GP2GP
	Secure NHS service used to transfer GP medical records between practices when a patient registers.
	GP2GP transfers records automatically between GP clinical systems using secure NHS infrastructure. Records are encrypted in transit and are not routinely accessed by staff.
	Managed by NHS England in accordance with UK GDPR and the Data Protection Act 2018.


	Gateway / Accenda (Referrals)
	Referral management system used to submit and manage referrals to external providers / secondary care
	Access to referral information is restricted to authorised users. Supplier support staff do not routinely access patient data and may only do so for technical support purposes with appropriate authorisation and confidentiality controls.
	Privacy Policy - Accenda

	NHSmail
	Secure email system used for clinical and administrative communication within the NHS.
	Emails are transmitted and stored within secure NHS infrastructure. Access is restricted to authorised users through NHSmail accounts
	Managed by NHS England and operated in compliance with UK GDPR and NHS information governance requirements.




	Heidi Health
	AI clinical documentation assistant used to generate draft consultation notes for clinician review
	Heidi employees do not routinely access patient information. Data is processed securely in accordance with contractual and NHS information governance requirements
	Privacy Policy • Heidi Health 




Access to personal information / Subject Access Requests
Under UK General Data Protection Regulation, you have the right to access personal information that the surgery holds about you and to request correction of any inaccurate information.
Online access
Most patients can now view their medical record online without making a formal Subject Access Request. This may include summary information or full clinical notes, depending on your access level. Online access is available through:
• the NHS App
• Patient Access
• other approved online services linked to the surgery
Online records update automatically as your medical record changes.
Requesting copies of your records
If online access does not meet your needs, you may request a copy of your medical record:
• Requests should be made in writing to the practice, by letter or via the practice website
• We may provide your records electronically by secure email where possible
• If electronic delivery is not suitable, a paper copy can be provided
A reasonable fee may be charged only where a request is manifestly unfounded, excessive, or where significant administrative work is required, in line with data protection legislation.
Response times
We will respond to Subject Access Requests within one calendar month. This may be extended by up to a further two months for complex requests, and you will be informed if this applies.
Identity verification
You will be asked to provide sufficient information to confirm your identity and help us locate your records, where this is not already established through an online account.

Objections / Complaints
Should you have any concerns about how your information is managed at the GP, please contact the Practice Manager by email, telephone or letter. If you are still unhappy following a review by the GP practice, you can then complain to the Information Commissioners Office (ICO) www.ico.gov.uk
If you are happy for your data to be extracted and used for the purposes described in this privacy notice then you do not need to do anything. If you have any concerns about how your data is shared then please contact the practice.
Cookies  
Our practice website uses cookies to function correctly. You may delete cookies at any time but doing so may result in some parts of the site not working correctly.
Change of Details
It is important that you tell the person treating you if any of your details such as your name or address have changed or if any of your details such as date of birth is incorrect in order for this to be amended. You have a responsibility to inform us of any changes so our records are accurate and up to date for you.
Notification    
The General Data Protection Regulations 2018 requires organisations to register a notification with the Information Commissioner to describe the purposes for which they process personal and sensitive information.
This information is publicly available on the Information Commissioners Office website www.ico.org.uk
The practice is registered with the Information Commissioners Office (ICO).
Who is the Data Controller?
The Data Controller, responsible for keeping your information secure and confidential is: Withington Medical Practice
If you are still unhappy following a review by the Practice you can then complain to the Information Commissioners Office (ICO). www.ico.org.uk, 
Who is the Data Protection Officer?
As a public authority, we have to appoint a Data Protection Officer (DPO). Our DPO is Paul Couldrey, PCDS (Primary Care Development Centre). He assists us in monitoring internal compliance, provides advice regarding Data Protection Impact Assessments (DPIAs), and helps us demonstrate compliance with an enhanced focus on accountability.

APPENDIX 1

Official Optum / EMIS Privacy Policy 
Optum Group Limited (which includes EMIS Group Limited trading as Optum and Egton Medical Information Systems Limited) publishes a privacy policy that applies to how it collects, uses, stores and secures personal data across its products and services. It explains:
· the kinds of personal data it may process
· how the data may be used to provide and improve services
· the legal bases for processing personal information under UK GDPR
· how data is kept secure and who may have access
· the rights individuals have regarding their personal data
· that certain products may have their own specific privacy notices (for example Patient Access)
· that by using the services, individuals acknowledge the collection and processing of their personal data in accordance with the policy Optum
You can view the full policy here: https://www.emishealth.com/privacy-policy
EMIS Group Limited (trading as Optum), including Egton Medical Information Systems Limited, processes personal data on behalf of the practice under UK GDPR and the Data Protection Act 2018. It collects, uses and stores personal information only as needed to provide clinical record systems and related services, and it implements appropriate technical and organisational measures to protect data. Individuals have rights under data protection law, including the right to access, correct or request restriction of their personal data. For details on how EMIS/Optum handles personal data, see https://www.emishealth.com/privacy-policy
Appendix 2
NHS England has been directed by the government to establish and operate the OpenSAFELY COVID-19 Service and the OpenSAFELY Data Analytics Service. These services provide a secure environment that supports research, clinical audit, service evaluation and health surveillance for COVID-19 and other purposes.
Each GP practice remains the controller of its own GP patient data but is required to let approved users run queries on pseudonymised patient data. This means identifiers are removed and replaced with a pseudonym.
Only approved users are allowed to run these queries, and they will not be able to access information that directly or indirectly identifies individuals.
Patients who do not wish for their data to be used as part of this process can register type 1 opt out with their GP.
Find additional information about OpenSAFELY.

